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Adversarial Example Attack from Images to IDS
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Manifold-based Detection

Detection Rule 1: An input is an AE if there is an INCONSISTENCY 
between manifold evaluation and model classification.
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Adversarial attacks f found in 
computer vision applies to network 
intrusion detection systems (IDS).

Detection Rule: An input is an AE if there is an INCONSISTENCY 
between manifold evaluation and model classification.
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• Without AE attack: IDS accuracy 90.64%.
• Under AE attacks:

Effectiveness of AE Attacks in IDS
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Findings: Dive into the Common Properties of AE

• Observation
AE is close to it’s the topological 
cluster formed by data from the its 
genuine class.

• Reasoning
Attackers aim to minimize the 
perturbation to stay stealthy
AE needs to maintain the essential 
properties of the true class.
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Adversarial Example
Predicted as Gibbon

Real Pandas

Real Gibbons
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AE is close to its topological cluster 
formed by data of its genuine class.


