ML-based IDS

Test data

Normal profile

em

Benign or
intrusion?

function(x, Normal_profile):

dev = x - Normal_profile

If dev > threshold:
Alarm

else:
No Alarm

Problems: False positives

Zero-day attack

Build a robust Normal Profile:

® Low variance in Normal instances
®m High discrepancy between normal profile and intrusions.
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Contrastive learning-based
representation learning
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