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Two Categories of Network Intrusion Detection

Known attack 
patterns

Signature-based IDS

If  Signature Matches:
    Alarm
else:
    No Alarm

Zero-day attack

ML-based IDS

function(x, Normal_profile):
dev = x -   Normal_profile
If  dev > threshold: 
    Alarm
else:
    No Alarm

Benign or 
intrusion?

Zero-day attack

Learn

Normal profile
Detect

Test data
Benign or 
intrusion?

Data
Test data

Problems: False positives
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Detection Performance

• Pipeline • Ablation study

Feature 
reduction

Contrastive-based 
representation 

learning

Similarity-based  
detection

[Fea]

[Rep]

[Detect]
Proposed FeCoImprovements by contrastive-

based representation learning
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Contrastive-based Representation Learning Method
• Learning process

Design a neural network to map the original features to new representations.
: = <#(=)

Objectives: in the new feature space,
� Keep normal instances in a compact cluster.
� Push abnormal instances away from the normal cluster.

<latexit sha1_base64="sp78TYbCPXvrzZe6qPTFMBbL3Yo=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaJUY9ELx4hkUcCGzI79MLI7OxmZtYECV/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR7cxvPaLSPJb3ZpygH9GB5CFn1Fip/tQrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa89idcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmpWyd1mu1C9K1ZssjjycwCmcgwdXUIU7qEEDGCA8wyu8OQ/Oi/PufCxac042cwx/4Hz+AOuLjQU=</latexit>z<latexit sha1_base64="JAu09ZBtP9D6nViMwzzD+tLiHj4=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHaJUY9ELx4hkUcCGzI79MLI7OxmZtZICF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR7cxvPaLSPJb3ZpygH9GB5CFn1Fip/tQrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa89idcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmpWyd1mu1C9K1ZssjjycwCmcgwdXUIU7qEEDGCA8wyu8OQ/Oi/PufCxac042cwx/4Hz+AOiDjQM=</latexit>x

Contrastive learning-based 

representation learning
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Detection Performance
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Contrastive-based 
representation 

learning
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detection
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Detection Performance

• Similarity score

A range to separate 
intrusions and benign


