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Abstract. Backdoor attacks have been extensively explored in recent
years which attack deep neural networks (DNNs) by poisoning their
training set and causing targeted mis-classification. Research on such
attacks is critical for today’s widespread applications based on DNNs
due to their low-cost and high efficacy. While many backdoor attacks
have been proposed, they usually rely on using a static and fixed trigger
for attacks, which not only lacks adaptability but also renders them eas-
ier to detect. To address such a limitation, we introduce OpenTrigger in
this paper, a novel backdoor attack framework employing dynamic trig-
gers for enhancing attack flexibility and robustness. Unlike traditional
approaches that rely on a single fixed trigger, our proposed attack learns
a generalized consistent feature across a built trigger pool, hence enabling
even the use of unseen triggers during testing that differ from those
used during training. Extensive experiments across multiple datasets
and model architecture confirm the high effectiveness and robustness
of OpenTrigger against state-of-the-art and even adaptive backdoor
defenses, establishing it as a versatile and practical backdoor attack
strategy.

Keywords: Backdoor Attacks -+ Dynamic Triggers - Adaptive Defense

1 Introduction

Deep Neural Networks (DNNs) are being widely deployed for various machine
learning tasks such as image classification, owing to their exceptional learning
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and generalization capacity. However, many studies show that they are highly
vulnerable towards low-cost backdoor attacks [1], whereas an attacker embeds
a hidden “trigger”-such as a specific pattern or characteristic-within the victim
model (hence creating a “backdoor”) by introducing poisoned samples into the
training dataset. After the poisoned model is deployed, such a trigger in any
input will cause it to behave as how the attacker wants, often misclassifying the
input. Given that many models could be trained from unverified third-party or
public data, backdoor attacks thus pose significant security risk, particularly in
security-critical applications like malware detection and autonomous driving.

Clean BadNets[?] LF[3] FTroja,n[4] CTRL[5] Ours

Fig. 1. Visualizing poisoned samples of different backdoor attacks including ours using
Grad-CAM [6].

As expected, the design of trigger is the most crucial for any backdoor attack
and correspondingly defense against them. The ideal design is two-folded: the
trigger needs to be sufficiently easy to memorize by the victim model in order
to result in a high attack success rate (ASR) while the trigger also needs to
be dynamic enough so that the poisoned samples would not be easily detected.
Though a lot has been done exploring backdoor attacks particularly in image
domain [2], the triggers used are found to be mostly static, resulting in high ASR
but low resilience towards detection. For instance, Fig. 1 shows the localization
map of the poisoned samples of the same clean one under different backdoor
attacks including ours using Grad-CAM [6]. The figure suggests that existing
attacks tend to result in poisoned samples that are significantly different from
the one without attack, rendering them easier to detect.

To address such a limitation, in this paper, we propose OpenTrigger, a novel
backdoor attack on DNNs that utilizes dynamic triggers from a trigger pool for
attacks rather than sticking to the same trigger as in earlier work. Our goals for
OpenTrigger is that it is low-cost, effective, and robust (i.e., resilient towards
existing defenses). To that end, OpenTrigger first adopts the popular image
blend strategy from existing attacks [7] for trigger planting while we expect other
strategies will work on OpenTrigger as well. The adopted strategy is straight-
forward; an attacker blends the trigger ¢, which is nothing but a selected image,
into a clean image = to generate a poisoned sample z. Next, the key difference
in OpenTrigger is that the attacker samples a small set of images from the same
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category (e.g., images of ‘panda’) as a trigger pool {2 by optimization and selects
a t for a given z to generate the corresponding Z. In doing so, we aim to exploit
the consistent feature across {2 as the trigger rather than the single fixed one,
hence improving attack versatility and stealthiness. As illustrated in Fig. 1, the
localization map under our attack is much more similar to that without any
attack, suggesting that OpenTrigger is expected to be more robust.

Intuitively, using different ¢s in {2 rather than a fixed ¢ as a trigger introduces
significant challenges. Meanwhile, our attack even allows to use unseen triggers to
activate the planted backdoor during test phase. We summarize our contributions
when solving such challenges and validating the effectiveness of OpenTrigger
as follows. 1. We propose OpenTrigger, a novel backdoor attack that learns
dynamic and generalized backdoor triggers rather than a fixed trigger. 2. We
improve the effectiveness of OpenTrigger by designing a trigger selection method
based Particle Swarm Optimization (PSO). 3. We perform comprehensive eval-
uations, performance comparison, and ablation study for OpenTrigger across
various datasets and victim models. The results show that OpenTrigger consis-
tently achieves high ASR without sacrificing prediction accuracy for clean inputs.
Most importantly, our attack performs well under state-of-the-art (SOTA) back-
door defenses. We evaluate our attack even under a strong adaptive defense as
well, confirming its robustness towards strong defenses. Our code is available at
https://github.com/Shixiong-Li/openTrigger.

2 Related Work

Backdoor Attacks. In the literature, backdoor attacks are often categorized
into two types: sample-agnostic and sample-specific, depending on whether the
embedded trigger differs from one sample to another. The majority of backdoor
attacks are sample-agnostic ones. For example, BadNets [2] inserted a white
square placed in the bottom-right corner of any poisoned image as the trigger.
Other examples include [4,8-10], where different types of static triggers were
used for backdoor attacks. Meanwhile, sample-specific attacks are to generate an
individual trigger for a given victim sample and are usually based on generative
models [11]. As a result, these attacks tend to be expensive and less effective
while being stealthier. There are other ways of categorizing backdoor attacks
as well. For instance, depending on whether the attacker changes the label of a
poisoned sample or not, backdoor attacks can be divided into dirty-label 2] and
clean-label attacks [8], among which dirty-label attacks are far more common.
Our proposed attack falls into sample-specific and dirty-label attack category.
The main advantage in OpenTrigger is that it selects highly effective triggers
via lightweight optimization and even unseen triggers can activate the planted
backdoor during test phase, thus rendering the attack versatile and stealthy.

Backdoor Defenses. In general, backdoor defenses consist of two lines: back-
door detection and robust training. The underlying principle behind backdoor
detection is that clean samples without a trigger and poisoned samples with the
trigger are separable in certain embedding space. Following this idea, researchers
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had exploited different methods to find such an embedding space for back-
door detection, including training data sanitization [12] and Gram matrices [13].
Meanwhile, researchers had explored other characteristics of backdoor samples
for detection such as [3,14,15]. Another line of defense focuses on enhancing
model robustness during training in order to mitigate the impact of backdoor
attacks. For instance, NAD [16] relies on aligning the attention maps for robust
training. BNP [17] isolates backdoor neurons by leveraging batch normaliza-
tion statistics while EP [17] detects abnormal entropy patterns in pre-activation
distributions. ASD [18] adaptively separates clean and backdoor samples in dif-
ferent periods of training process. Other methods [19] looked into alternative
defenses. In this paper, we use recent popular defenses to evaluate the robust-
ness of OpenTrigger.

3 Methodology
3.1 Threat Model and Notions

Threat Model. In this paper, we adopt the standard threat model from the
literature. First, our proposed attack is a black-box one, meaning that the
attacker has no control over the training process or knowledge of the victim
model. Second, the attacker can insert a small number of poisoned samples
labeled with a targeted class into the training set of the victim model. This can
be achieved by the victim model obtaining training samples either from unver-
ified crowd-sourcing or simply from compromised public dataset. Meanwhile,
the three goals of our attack are: (1) Functionality preservation: A backdoor
attack should have little impact on the prediction accuracy of on clean samples
to remain as stealthy as possible. (2) Effectiveness: A backdoor sample should
be misclassified as the targeted class with a high probability, that is, a high ASR.
(3) Robustness: A backdoor attack should remain effective even when existing
popular defenses are deployed.

Notions. For simplicity, we introduce the main notions used in this paper as
below. We use z, ¢, and & to denote a clean sample, a backdoor trigger, and
the corresponding poisoned (backdoored) sample, respectively. Assume that we
adopt the image blend strategy P(-,-) for trigger planting, we then have

Z=Plx,t)=a-t+(1—a)- =z, (1)

where « € [0, 1] is the blend ratio. &« = 0 corresponds to no attack on .
Regarding datasets, at the attacker side, we use Dg, clean and Dpoison to denote
the small clean dataset and the corresponding poisoned dataset, respectively.
That is, the attacker obtains Dpyeison by poisoning Dy clcan through OpenTrigger.
Assume the set of triggers, i.e., the trigger pool, is 2. We further divide (2
into two non-overlapping trigger sets by a ratio of p; : (1 — py), i.€., Qtrain
and (25, dedicated for training and test phases accordingly. Similarly, at the
victim model side, we use Dypain to denote the large poisoned training dataset.

_ ‘ Dpoison ‘

As a result, p, = Dreaie] is the poisoning ratio. Regarding models, we denote
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the parameters of the substitute model and the victim model by 64 and 6,,
respectively. Correspondingly, we have y = fs(z;05) and y = f(x;0,), where y
is the output prediction. We use target to denote the target label of our attack.

3.2 Attack Overview

Figure 2 illustrates the workflow of OpenTrigger, which consists of the following
five steps. Step 1: Building a trigger pool. The attacker builds a trigger pool {2
with the help of a substitute model 5 and a custom PSO algorithm. The attacker
further divides {2 into 2¢rqin and §2;.s dedicated to training and test phases,
respectively. Step 2: Trigger planting for training. To obtain Z for a given x €
Dy clean, the attacker randomly selects a t from (24,4, and computes & following
Equation (1). In the end, the attacker obtains Dpoison. Step 3: Victim model
training. The victim model 6 is trained from Dy,.q;, which the attacker inserts
Dyoison into. Step 4: Trigger planting for test. Similarly, during test phase,
the attacker obtains Z for a given x by randomly selecting a t from (2;.s; and
computing Z with Equation (1). Step 5: Testing backdoor attack. The attacker
uses clean and poisoned samples to evaluate the attack performance. Note that
Qirain and 205 are two non-overlapping sets, meaning that the triggers used
for training and test phase are completely different. On the contrary, most prior
backdoor attacks would instead use the same trigger for both phases, which
many existing defenses rely on for detecting backdoor samples.
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Fig. 2. The workflow of our proposed OpenTrigger attack.

3.3 Building a Trigger Pool

In general, our attack relies on the trigger pool {2 rather than a single trigger
for planting the backdoor so as to improve its versatility and stealthiness. The
main challenges of building 2 are that: 1. the victim model 8, needs to learn
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the mapping relationship between all ¢s in {2,.4;, and the target label target,
and 2. any tin {2.s can trigger the planted backdoor in 6, and lead to targeted
misclassification with a high probability. To that end, we incorporate two meth-
ods to address such challenges: training a substitute model 64 for § and PSO
to obtain the trigger pool (2. Specifically, we start the process by first crawling
images from the same category from the Internet and then refining them down to
{2 through PSO. In our experiments, we use images of ‘panda’ as our candidates.

PSO Iterations. Particle Swarm Optimization (PSO) [20] has been known as
an effective gradient-free optimization algorithm. As shown below, we implement
a custom PSO to refine crawled images and build (2. The search process of a
general PSO is to select the best K particles from a swarm of M particles
according to a penalty function while the M particles follow the standard Ho-
McKayrate kinetics model. When applying PSO to our proposed attack, we treat
each candidate trigger, i.e., a crawled image of ‘panda’, as a particle while the
end result from PSO, i.e., the best K particles, is the refined {2 we use as our
trigger pool. In OpenTrigger, we use the following loss as the penalty function,
which is to evaluate the effectiveness of a given t as a backdoor trigger:

loss; = Z CrossEntropy(fs(xz; 0s), target), (2)

JCEmeison

where CrossEntropy(+,-) computes cross-entropy loss and target is the target
label. A smaller loss; indicates that Z embedded with trigger ¢ has a higher
probability to result in mis-classification as target, hence the more effective ¢ is.

Our PSO works as follows. Denote the size of {2 and the set of crawled
panda images by K and M, respectively. We also use 2k to denote the best
trigger set of the current round. First, we randomly initialize a set of particles
including their positions ¢; and velocity v;. t; of a particle, i.e., a selected image,
is initialized by its index among all M particles. After initialization, we proceed
to iteratively update the particles selected for T rounds, adjusting their velocity
and positions based on the adopted kinetics model and penalty function. As
pointed out in [8], small noise can help to have the backdoor model rely more on
the trigger for prediction without damaging the original features of the poisoned
sample. Therefore, after we narrow down to 2k, we continue to use PSO to
search for the optimal Gaussian noise level for each t in (2. Finally, we obtain
{2, i.e., the output 2k from PSO, which is used to generate Dpoison-

Substitute Model. Equation (2) suggests that we need a substitute model
0 to evaluate how effective a trigger is. Note that the attacker is assumed to
only have access to Dpoison Tather than Dyrain. Here we use the training outcome
from the initial few epochs from a training subset for such a purpose. That is,
we simply train 6, from Dpeison and use it for Equation (2).

4 Performance Evaluation
4.1 Experimental Setup

Datasets, Models, and Hyper-Parameters. We conduct evaluations on
CIFAR-10, CIFAR-100, GTSRB, and TinylmageNet datasets, using PreactRes-
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Table 1. ASR comparison between OpenTrigger and baselines.

Attack Dataset
CIFAR-10 |CIFAR-100 GTSRB TinyImageNet|Average

ASR |ACC/ASR |ACC|ASR |ACC|ASR |ACC |ASR |ACC
BadNets 89.52 192.35183.75 56.73/90.96 92.55(99.9939.30 |91.06 |70.23
Blend 99.31 [93.76/95.58 59.78/99.19 93.41]98.13 |39.85 |98.05 |71.70
Input-Aware(93.67 |91.1089.69 |57.54/82.63 (90.4897.23 |38.55 |90.81 |69.42
LF 97.29 193.51/89.68 58.96/93.67 |90.87/93.97 39.25 |93.65 |70.65
WaNet 93.39 [91.451.60 |57.54/92.84 |79.85/94.34 41.78 |70.54 |67.66
Bpp 99.60 [91.32/0.67 58.71/91.61 [91.10/99.41 38.67 |72.82 69.95
FTrojan 100.0093.47|12.22 |55.38/100.00/93.14/99.88 41.67 [78.03 |70.92
CTRL 100.00/93.57/99.99/58.43/100.00/92.87/99.90 40.45 (99.97|71.33
(Ours) 100.00(93.70/81.66 |58.75(98.14 |90.81/99.99(34.49 |94.95 |69.44

Net18, VGG19, DenseNet161, and MobileNetV3-Large as the corresponding vic-
tim model, respectively. By default, « = 0.3, p, = 0.8, K = 50, and p, = 5%.

Evaluation Metrics. In the experiments, we use the following four metrics for
evaluating OpenTrigger: (1) Model accuracy (ACC), i.e., the prediction accuracy
of the victim model, i.e., 8, on clean test samples; (2) Attack success rate (ASR),
i.e., the proportion of backdoor samples misclassified into the target class; (3)
True Positive Rate (TPR), i.e., the proportion of backdoor samples correctly
detected by a backdoor detection method while lower TPR indicates the higher
robustness of a backdoor attack; and (4) False Positive Rate (FPR), i.e., the
proportion of clean samples misclassified as backdoor samples while lower FPR
indicates the better performance of a detection method.

Baselines. We include the following backdoor attacks as baselines: BadNets [2],
Blend [7], Input-Aware [11], LF [3], WaNet [21], Bpp [22], FTrojan [4] and
CTRL [5]. Note that in our experiments, all configurations of detection methods
and baseline attacks are the same as their default settings in [1].

Defenses. Here we evaluate OpenTrigger against three detection methods, i.e.,
Spectre [12], Beatrix [13], and Asset [14], three robust training schemes, i.e.,
NAD [16], BNP [17], and EP [17], and finally a recent adaptive defense, ASD [18],
which aims to adaptively separate clean and backdoor samples.

4.2 Attack Effectiveness

We summarize ASR and ACC of our attack and baselines across various datasets
in Table 1. Note that the higher ASR and ACC, the better backdoor attack. As
seen from the results, OpenTrigger is able to achieve high ASR across all datasets
investigated, demonstrated its wide applicability. In comparison to the baselines,
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Table 2. Robustness under backdoor detection (CIFAR-10 and CIFAR-100)

Datasets — CIFAR-10 CIFAR-100

Detection —|Spectre |Beatrix |Asset Average |Spectre |Beatrix Asset Average
Metrics — | TPRFPRTPR FPR/TPR FPR TPR|FPR|TPR FPRTPR FPRTPR |[FPR | TPR FPR
BadNets 7.76 |7.49 196.32/0.65 [35.84/64.58 46.64/24.24/1.40 [7.93 |39.84 |0.78 |100.00/30.19/47.08/12.97
Blend 2.76 |7.7510.20 |1.43 |2.44 |57.09/1.80 |22.091.24 7.93 0.16 |0.32 |100.00/56.54/33.80/21.60
Input-Aware|5.70 |7.69 [1.09 |2.66 |23.83/47.93/10.21/19.43|27.99/5.49 |9.85 |1.41 13.59 (28.02/17.14/11.64
LF 0.52 |7.8710.04 |1.46 63.96/31.0521.51/13.46/1.44 |7.92 |0.08 |0.57 96.96 |10.24/32.83|6.24
WaNet 7.76 |7.46 [4.01 |2.44 |21.96/23.18/11.24/11.03/10.11|7.19 [2.06 |0.76 [36.06 |5.46 |16.08/4.47
Bpp 6.07 7.73 3.03 |2.47 |40.80/60.18/16.63|23.46/10.48|7.13 |2.49 |0.78 |0.50 (0.10 |4.49 2.67
FTrojan 0.04/7.89 |0.00|1.23 1.72|40.410.59 |16.51|1.52 |7.92 [8.40 |0.89 0.00 |0.00 3.31 {2.94
CTRL 0.08 |7.89 /0.00 |1.39 |89.64/53.59/29.91/20.96/1.52 {7.92 |100.00/0.41 [100.00/61.29/67.17|23.21
Ours 0.047.87 10.08 |1.49 |3.28 |38.21/1.13 |15.86/1.52 |7.92/0.40 |0.45 0.00 |0.00 0.64 |2.79

Table 3. Robustness under backdoor detection (GTSRB and TinyImageNet)

Datasets — |GTSRB TinyImageNet

Detection —|Beatrix  |Asset Average |Spectre |Beatrix |Asset Average
Metrics — |TPR FPRTPR FPR TPR|FPR/TPRFPRTPR FPRTPR [FPR|TPR|FPR
BadNets 1.68 2.39 88.93|10.87/45.31/6.63 |0.00|0.08 |10.18|7.58 {100.00/45.3036.73/17.65
Blend 0.36 2.38 4.23 8.11 2.30 |5.250.64 |7.97 |39.42/6.86 100.00/48.10/46.69|20.98
Input-Aware |3.51 4.99 [22.39/14.90(12.95/9.95 |3.17 8.06 |37.55/6.77 |63.37 |45.25/34.70/20.03
LF 6.28 3.56 20.46/10.56/13.37/7.06 |0.66 |7.97 [1.40 |7.68 [100.00/41.90/34.02/19.18
WaNet 4.62 4.34 10.03/12.28/7.33 8.31 |4.74 8.07 |6.84 9.32 72.24 |44.9027.64/20.76
Bpp 3.55 (3.78 {19.60/11.26/11.58(7.52 |4.21 |8.15 |5.34 |7.59 |67.34 |51.00[25.63|22.25
FTrojan 20.772.16 |31.43/4.08 |26.103.12 |0.00|0.08 |1.02 |7.45 100.00148.40(33.67|18.64
CTRL 45.722.22 45.60/10.04/45.66/6.13 |0.000.08 |0.24 7.70 (100.00/45.38/33.41/17.72
Ours 3.21 (3.84]0.46 9.17 |1.84 |6.51 |0.16 |7.99 |0.00 8.39 |0.00 |5.08 |0.05|7.15

OpenTrigger achieves slightly lower yet comparable attack performance with
CTRL, which is the best among all backdoor attacks in our experiments. As
expected, the adverage ASR and ACC of OpenTrigger are lower than those of
Blend simply because Blend used the same fixed trigger for all victim samples
during training and test phase. As a result, the victim model learns the feature of
the fixed trigger in Blend better. However, as will be shown later, our proposed
OpenTrigger demonstrates much better resilience towards backdoor defenses
than Blend does, showcasing the advantage of our trigger planting strategy.
Overall, the experimental results indicate the effectiveness of our attack in most
settings, rendering it a lightweight and effective backdoor attack.

4.3 Attack Robustness Under Defenses
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Attack Under Detection Methods. Here we present the TPR and FPR
results of three popular detection methods when deployed to detect backdoor
attacks. The results on CIFAR-10 and CIFAR-100 are summarized in Table 2
while those on GTSRB and TinylmageNet in Table3. Note that we mainly
focus on TPR performance while the lower TPR, the better attack resilience
against the detection methods. Meanwhile, since Spectre is currently inapplicable
to non-iid datasets, we did not evaluate it on GTSRB. As can be seen from
both tables, the results indicate that OpenTrigger achieves consistently high
robustness against the three detection methods investigated. For instance, our
proposed attack achieves the lowest average TPR on CIFAR-100, GTSRB, and
TinyImageNet, outperforming all baselines. Even on CIFAR-10, OpenTrigger
achieves the second lowest TPR. Particularly, our attack achieves lower TPR
than Blend consistently, which clearly demonstrates that using dynamic triggers
instead of the same one enhances attack robustness against backdoor defenses.
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Attack Under Robust Training Methods. Here we show the ASR and
ACC of OpenTrigger when three popular robust training methods are deployed
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to protect models from backdoor attacks. Note that the higher ASR and ACC,
the better backdoor attack. Figure 3a and Fig. 3b show the attack performance
of OpenTrigger on CIFAR-10 and GTSRB, respectively, when NAD is deployed
for backdoor defense. As we can see from the figures, our proposed attack is
able to achieve high ASR and ACC simultaneously, indicating that NAD cannot
defend against the proposed attack. The results of BNP and EP as defenses
are illustrated in Fig. 3c, Fig. 3d, Fig. 3e, and Fig. 3f, correspondingly, which are
consistent to those of NAD. Our results here confirm that the proposed backdoor
attack remains effective even when robust training methods are deployed.

Attack Under an Adaptive Defense. Here we show the ASR and ACC of
OpenTrigger when the SOTA adaptive backdoor defense, ASD [18], is deployed
to protect models from backdoor attacks. Note that we are the only one among
all baseline attacks to evaluate attack performance under adaptive defenses. The
results on CIFAR-10 and GTSRB are illustrated in Fig. 4, highlighting that our
proposed OpenTrigger still achieves very high ASR even when ASD is deployed.
The strong resilience of OpenTrigger towards the adopted adaptive defense
further confirms the benefits of using dynamic triggers for planting backdoor,
rendering the proposed attack an effective and robust backdoor method.

5 Ablation Study

Impact of Poisoning Rate p,. Intuitively, the higher p,, the more poisoned
samples in Dy, ai,, the higher ASR a backdoor attack can achieve. We summarize
the results of ASR and ACC of our proposed attack under different p, on various
datasets in Table4. ASR of our attack increases when p, increases, which is as
expected. The results suggest that even with a small p,, of 3%, OpenTrigger can
already achieve a high ASR. When p, > 5%, ASR starts to saturate, indicating
that a small poisoning rate is sufficient for the proposed attack.

Table 4. ACC and ASR of OpenTrigger with different poisoning rates

Poisoning rate/Dataset
CIFAR-10 CIFAR-100|GTSRB |TinyImageNet
ASR |ACC|ASR |ACC ASR |ACC|ASR |ACC

No attack — 93.20/— 59.33 |- 89.02— 39.36
3% 100.00{92.48 71.62/59.66 97.16/90.78/93.99 39.59
5% 100.00{93.70,81.66/58.75 98.14/90.81/99.99 34.49
8% 99.99 193.46/89.81/58.01 |99.42/89.24/100.00140.37

10% 99.99 193.36/89.53/57.63 |99.36/90.41/99.99 |37.86
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Impact of K. We summarize the results of ASR and ACC of our proposed
attack under different K in Table5. We observe that ASR first increases when
K increases. When K exceeds a certain threshold, e.g., 50, ASR decreases slightly
when K increases. We anticipate that when K is small, a larger K can result
in a higher probability of selecting a better trigger, therefore the increase of
ASR. However, when K is large enough, a larger K cannot further increase the
probability of getting a better trigger. Instead, a larger K will lead to a more
diverse (2, hence the decrease of ASR. The results suggest that a small {2, e.g.,
K =50, is sufficient for maintaining OpenTrigger low-cost and effective.

Table 5. ACC and ASR of OpenTrigger with different K

K |Dataset

CIFAR-10 |CIFAR-100/GTSRB |TinyImageNet
ASR |ACC|ASR ACC |ASR |ACC/ASR |ACC
20 199.96 (93.88/67.40/59.33 91.26/90.43/97.70 |39.31
50 [100.00/93.70(81.66/58.75 |98.14/90.81/99.99 |34.49
100(99.99 193.62/81.16/59.08 |99.08/90.03/100.00/41.44
200/100.00/93.95|78.41|59.00 |99.49/89.41/97.62 |38.05

Impact of Blend Rate «a. Intuitively, the higher a, the more trigger portion in
a poisoned sample, therefore the higher ASR a backdoor attack can achieve. We
summarize the results of ASR and ACC of our proposed attack under different
«a on CIFAR-10 and CIFAR-100 in Fig.5, where we vary « of training and test
phase between 0.1 and 0.4. The figure shows that ASR of our attack tends to
increase when « increases, which is as expected. The results also suggest that
the optimal « could depend on the specific dataset under attack. Nonetheless,
« between 0.2 and 0.3 serves as proper choices for practical backdoor attacks.

6 Conclusion

We developed OpenTrigger, a flexible and robust backdoor attack on DNNs
that utilizes dynamic triggers instead of a fixed trigger. Our attack is shown to
be robust against existing backdoor defenses including recent adaptive ones. As
a result, our attack allows that the attacker uses unseen triggers to activate the
planted backdoor, which most existing attacks cannot. Extensive experiments
and performance comparison confirm the better performance of OpenTrigger.
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